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YBaxaemsle rpaxaane!
' MBI Poccuu no Boarorpaackoit obnactu B paMKax TpPOBENEeHNs
MeponpuaTus «IlIkona mudopmaimonnoit GezonacuocTis npexynpexnaer «He sepn
MOILIEHHUKam! »

B nacroduiee Bpems Ha TeppuTopmm Bonrorpagexoin obsactu npogosnkaoT
PErUCTPUPOBATBECA CMYYaM KpaK [OEHeKHBIX CPeNCTE C BAaHKOBCKMX CYETOB M
MOUIEHHMYECTB, COBEPIIEHHBIX C MCIO/Ib30BAHHEM CDPEICTB CBA3N U cetu HMHTeprer.
Kasxnoe 3-e npecTynienue Ha TeppuTOPHM pErMoHa COBEpIIaeTcs ¢ MCIOL30BaHHeM
MHGpOPMaLMOHHO-TENIEKOMMYHUKAIMOHHBIX TEXHOJOrMit (manee - IT-npecrymienus,
WUTT-npecryniaenus).

Hrobel He craTh JKEpPTBOI MOIIEHHUKOB, @ TAKKe He JIMIIMTBCS CROMX
ACHEKHBIX CPENCTB, OOpaTMTe BHMMAHME HAa OCHOBHBIE CHOCOBBI 1 CXEMbI
COBEPIIEHNSA PaCcCMaTPUBAe@MOro BIIA MPECTYIIEHMIA, DU STOM CIeAYeT Y4eCTh, UTo
MPHEMbI MOLICHHHYIECKMX CXeM OCHOBAHBI HAa HEeOXKMJAHHOCTH, HaropHUCTOCTH,
3aIyTMBaHKM, TPeOOBAHMM HeMeIEeHHOrO NMpPUHSTUS PeIleHMs, MMUTALMUM 3a60ThL
MouieHHUKIM B CBOM M30LIPEHHBIE CXeMbl BKIIIOYAIOT [ICHXOIOTHYECKoe TaBJIeHUE W
MaHUITYISLMH, BHIBOIAT YeJIOBEKa 13 PAaBHOBECHS, TIPUBOIAT €r0 B COCTOAHME CTPAxa,
crpecca, 1MBO ke 3aBOEBBIBAIOT e€ro 0Bepus, AEMOHCTPUPYIO COYYBCTBHE,
HaJIAXKMBAIOT SMOLMOHATBHBIN KOHTAKT.

OrHecuTech K NPUBENEHHOMY MaTepuany HIDKe C OCOOBIM BHUMAHMEM.
[Togenurecs mHGopMaipmeit co cBoMMH GIMIKMMK U poacTBeHHMKamu. He llaBaiTe
cebs obMaHyTh.

OcHoBHBIE cxeMbI 06MaHa HaceTeHUA:

«BesomacHbie aueiiku», « BezonacHei cuer»

MolueHHMKY TNpeACcTaBIAOTCs pabOTHMKAMM 6aHKa WM COTPYIHUKAMM
NPaBOOXPAHUTEIBHBIX OPrdHOB M COOOLIAIOT, YTO CO CYETOB JKePTBhI HEM3BECTHBIE
NBITAIOTCS TMOXMTUTb HaKOMJeHMs. [lnsi coxpaHeHMs cOepeskeHuii OHM TNpocsT
nepeBecTH QUHAHCHI Ha «CTeMaNbHbI 3aMILEHHBI cueTs. [loBepus agepucTam,
Ipakaane JMIIAIOTCA BCeX JeHer u odopMasioT KpenuTel. Ha maHHbIif MOMEHT 3TO
caMblif PacpOCTPAHEHHBI BUI, MOILIEHHUYECTBA.

3BOHKM OT MHBIX «BeJOMCTB» M <OpPraHM3aIMii» (wanoroBas cayxba,
CTpaxoBble KoMIaHuu, cayx0nl XKX, ynpasasiomue xKommanmm, PHEITOP.I,
Focycnyru, Conmansusni doug Poccun u gp.)

JsonoK om «npedcmasumens T'ocycayz»: MollleHHMKM COOBIIAIOT, UTO Ha UMsI
rpaskiaHuHa MPULIIO 3/IEKTPOHHOE MUCBMO M YTO HeobXoauMO HasBaTh Kof u3 CMC,
YTOOBI OHO OTPA3MIIOCE B IMYHOM KabuHeTe Ha T'ocyenyrax. Tlonyyus or uenosexa
CMC-kop, 3MOyMBIIUIEHHHKY [IONYYalOT JOCTYI K akkayHTy locycayr. B nuunom



kabunere [ocyeayr MOINEHHMKM MOJMYHalOT BCIO WHpOpMalLUio O ZAOXOAaX,
TPAaHCTIOPTHBIX CPeACTBaX, KBapTHPax, Hajlorax u KPEOUTHOM MCTOPHM.

380HOK U3 «neHcuonHozo ¢honda»: JDKeCOTPYAHMK, obpallasch MO MMEHM
OTUECTBY K 4YeNOBeKy, COOOIaeT, 4ro IPaKAAHMHY IIOJIOMEeHb! AOTIONHUTENIbHbIE
BBITIATHI, KOMIEHCAIMM OT TCOCYAapcTBa WM Kakoro-Hubyab doupa, mbo o
nepeniaTe cpeAcTs. YGeskmaeT yenoBeka, uTo 1 NOMTy4eHus 3TOM BBITIIIATEl HUKYIA
XOUTh HE HAJO0: BCE IeHbI'M TIepeBefyT Ha KapTy, Heo6X0IMMO TOJIBKO [IPOAMKTOBATL
BCe ee PeKBU3UThL, B TOM UKC/Ie KOJl C OOpaTHOM CTOPOHBI.

3aonox w3 «llenmpoBauka»: JDKeCOTPYAHMK TIpenjaraeT  4YeJIOBEKY
YCTAaHOBMTL Ha TesedhoH MpuioxkeHne «baHKHOTHI Banka Poccuim» Ons OpoBepKH
MONIMHHOCTY  5-THICAYHOM Kymiopbl. Bwmecte ¢ NpuIokeHHeM CKauMBaeTcs
BpeOHOCHAs IIPOrpaMma, KOTOpas faeT JOCTYI K IMYHOMY KabMHeTy yejloBeKa.

380HOK U3 «NOAUKAUHUKU», «ANMEKU», «MedUYUHCKOZ0 yeHmpar» . MOLIeHHUKH
npenogHocaT MHbopMaluio 0 npobieMaxX cO 3A0POBLEM [PaXKAAHMHA U coobmannT
eMy O nogeneHuH AedUIMTHOrO M HOPOroro NeKapeTsa Mo CrielMabHOM 1eHe,
KOTOpOE Hafi0 CPOYHO BLIKYTIUTH. 3MOYMbIIUIEHHUKH OOBACHSIOT, YTO YEJIOBEK TIaTUT
TIOTHYIO CTOMMOCTD, 8 Pa3HMIY B LIeHEe 1O CKUIKe BEPHYT eMy Ha KapTy, PeKBU3ITDI
KOTOPOIi HeOBXOIMMO COOBILMTE 3BOHALIEMY.

380HOK OM «ONEPamopa COMOEol CeA3u»: 3MOYMBIIUIEHHMKM COOBIIAIOT 00
MCTEUEHUM CPOKa HEMCTBMA CMM-KapThl, IOTOBOpa 06 OKasaHMM YCIYr CBASH WK O
HapVIIeHUU YCJIOBMIL JOroBOpa B CBS3M C Nepeladel HoMepa [ApYroMy OrnepaTtopy
Npe/iaraloT PeLIHTh MPobIeMy ¢ MCIIOIL30BAHMEM JIMYHLIX kabunetos ["ocycnyr. B
rMpoLecce pasroBopa MPakKIaHnHy MMOCTYIaeT coobuieHne ¢ KOAOoM, COODIIME €Tro, OH
MpemnoCTaBaseT MAOCTYN K CBOEMY JIMUHOMY kaburery. J[lanee MOIIEHHUKH
HAMPABTAIOT 3a4BKM B KpeAMTHOe VupeXIeHWe Ha TpefoCTaBIeHHe 3aeMHBIX
NeHEeRHBIX CPECTB, BIOUISACTBMM NOTyYeHHbIe TeHEKHbIe CPEACTEA MepeBOasaT Ha
OJKOHTPOJIbHbIE CYETa.

3BOHOK OT HEM3IBECTHOrO JINNA O TIOKYIKe M/IM Mpojake ToOBapa/yCiuyru
UeoBeKy NMOCTYNAET 3BOHOK M0 06bABIEHIIO, AaHHoMY B HHTepHerTe. MornieHHUK -
«TTOTEHIMATbHBIN OKYIIATe b» COT/IAIIAETCs Ha TIOKYTIKY M TPOCUT COOBIIMTE HOMED,
cpok geicteust U CVV-Koj KapTel U [OCJE 3TOrO coobuTe CMC-Kon 6aHka o
rnpopeneHHoil onepauuu. Ecnu MOIIEHHMKY He YHAeTCs MONYUMTb BeCh Habop
undopManuu, TO HeJOCTalolMe [aHHbIe BOCHOTHANOTCH KBatMUIIMPOBAHHBIMUI
xakepamu. B pesynbrare cuet GaHKOBCKOH KapThl He MOMONHSAETCA, a Oy CTOLIAeTCs
MmyTeM TepeBola HaJMYHOCTM Ha HEKMH 37eKTPOHHBIA  KOIIENIeK, KOTOPbIi
HeMeAIeHHO McYe3aeT M3 CeTH Mocyle BRIBOAA CPEICTB C HETO.

Jlerkuii 3apaboTOK WIM JKe BHIMIPBIN KPYITHOM CYMMBI

UYeioBeKy [OCTYMaeT 3BOHOK OT sKoObl  Bepyllero TOIYJISIPHOM
pagMOCTAHIMM, KOTODBIA TMO3ApaBISeT C KPYIHBIM BBIMIPbIIEM B JOTEpPEo,
OpraHM30BAHHON PaJMOCTAHUMEN Wil OIEepaTopoM MOOMIBHOM CBA3M. MoleHHuK
yBexx1aer B TOM, YTO [/ TOTyYeHusl MPHU3a HeoBXoAMMO B TeUEHME MMHYTDI
JIO3BOHWTBLCS Ha PAAUOCTAHIIMIO 110 YKa3aHHOMY HOMepY TestedoHa. [TepesBoHMBLIEMY
aBOHEHTY OTBEYAEeT COTPYLHWK «TPM30BOrO OTAENa» W TIPaMOTHO ybexpaer B
«4eCTHOCTU» AKUMM, MPOCUT TIPEACTABMTBCS W HasBaTh TOI DPOMKAEHMS, MOAPOOHO
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OOBSICHSET YCJIOBMA TIONYYEHHS TIpM3a, NpUYeM 118 ero mojayyeHus Tpebyercd
OCYLIECTBUTb «HE3HAYMTE/bHBIN» MpeNBapUTENbHbIA MepeBof AeHeKHbIX CpencTs
WITH TIPEAOCTABUTL TEPCOHANLHBIE AAHHbIE, MaHHLIE KapThl, MOMYYEHHBIH KO WS
CMC.

«BamnI poJicTBeHHMK TONIaT B Beny»

Yenosexky (MaTepH, oTiy, 6abVIlKe) MOCTYNAeT 3BOHOK O MOMNABLIEM B Beny
PONCTBEHHMKE OT MMEHM TMPABOOXPAHMTENLHLIX OPraHOB WM MEIMIIMHCKHX
yupexzienuid. 9T0 MoxkeT 6bITh coobumenue o JITTI, xparenim OPVYIKMS MK
HapKOTHKOB, HAHECEHWMM TSDKKMX TeJIeCHbIX TIOBPEXAeHMIA, youiicTee. JhrecoTpyaHUK
MOMMIIMH MO TesleOHY YBEPEHHbIM TOHOM COOBILAET, YTO B JAHHOH CHTYALMH MOYKHO
MOMOYb POACTBEHHMKY, HO JUISi PEIlieHMs BOMpoca (3aKpbITHS Jeia) HeoBXomuma
Onpesie/IeHHAs CyMMa JleHer, KOTOPYIO ClIelyeT IPUBE3TH B OTNpeNeleHHOe MecTo Miu
nepefaTh/NePeBecT KakoMy-Mbo yenoseky. OBLMHO 3TO ciyqaeTcs cpenM HOuM,
uTOGBI BBECTU B TIaHMKY MNOJYCOHHYIO KepTBy. Yenosek TEPEBOIMUT O3BYYEHHVIO
CYMMY Ha 3/IEKTDOHHBII KOILIe/IeK WM cUeT Mo6uIbHOro Tesedoua,

MUINMHATOBLIE ATAKH

3MOYMBILUIEHHMKH  TO[/Ie/TbIBAIOT MONYNAPHbIE CaWThl (K TIPUMEpY,
TF'ocycnyru), a TakKe NoamenbBAaOT CANTHI M3BECTHEIX MarasMHOB, MapKeriiencos,
TYPHCTHYECKMX KOMIAHWI, aBMakoMNaHuit M ap. Mmurupys HurepHer-pecypes
MOMY/SIPHBIX KOMITAHMH, MOIIEHHUKY PacCUMTBIBAIOT, UTO MOJIL30BATEIH HE 3aMeTST
NOAAENKY M OCTaBAT Ha MOAAENbHOM QaNbIIMBOI CTPaHMIIe TMYHbIE WK QUHAHCOBbIE
AaHHbIE, JIOTHH M [1ap0Jib, KOHTAKTHBIE CBeleHUs (HoMep TenedoHa M 3MEKTPOHHYIO
NIOYTY), & TAKIKe OIUIaTAT NOKYIIKY ITYTEBOK, ABUAGH/IETOB M MHBIX yCayr.

Pacnipocrpanenne « Apk» daiisa

B mecceHIKepe OT HeM3BeCcTHBIX AGOHEHTCKUX HOMEpOB, JHMG0 OT MMeHM
3HAKOMBIX HANpPAaBIAIOTCA COOOIIEHHS, UMeroUMe (aiUibl ¢ pacluIMpeHueM «aAPK»,
KOTOPBIE COAEPXKAT BPEAOHOCHDBIE MPOTpaMMbl 10 COOPY MePCOHANBHBIX NaHHBIX, A
TakKe MpOrpamMbl YAAMEHHOrO AOCTYIMA, MO3BOJSIIOUIME YIIPABASTh cMapThOHOM,
BIJTIOYAs HAHKOBCKME OHJIANH NPeNIOsKeHMU.

IMpaBuna 3aMIMTLI OT MOILIEHHHYECTBA "

He nepesoagure genbru Hesanakomnam. 3anomuure! Cambiii 6e30nacHbI
CYeT - 3TO TOT, KOTOPbI OTKPHIT B GaHKe. [Teperos neHer Ha «Be30macHbIil cYerTs,
«TapaHTHIHBINM JeNo3KuT» - 3T0 06MaH.

Huxorga M HM npu Kakux o6CTOATE/ILCTBAX He rnepexaBaiTe CBOM
nNepcoHa/IbHbIE JaHHbIE (Mapo/iu, MMH-KObI, JaHHbIE NACTIOPTOB UK HOMeEpa KapT)
TPETLUM JIHIIAM.

He coo6uaitre muxomy Tpu umdpsi ¢ 06paTHO# cTopoHsI KapTel, IMH-KOJ
M KOABI TNpuxojsumue Ha TeledoH - 310 KOHDMAEHUMatbHAad MHpOpMaIs,
TIpeiHasHAYeHa TO/bKO 11t Bac. Coobupire mx KoMY-1M60 - MOMKETe IMILIUTLCA [eHeT,

He norepsiiTe nonoapuTeNbHbIM 3BOHKAM M COOGHICHMSIM. CoTpyaHuKy
0aHKOB, NPABOOXPAHHUTENLHLIX OpPTraHOB HMKOLAA He MHTEPeCYITCH BalllMMu
AE€HEXXHBIMM CPEACTBAMM, NP MOCTYIUIEHMM TAKMX 3BOHKOB TPOCTO I[OJIOMKUTE

TPyoKy.
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Hukorga He cKauMBalTe NPMICKEHMS [0 YKa3saHWIO HeM3BECTHBIX BaM
JIHIY, & TaK)Ke M3 HeNMPOBEPEHHBIX MCTOYHMKOB B cetn MHTepHeT. MolUeHHMKH MOTYT
OTIPaBUTh NONO3PUTEbHEIE halIIkl, KOTOPBIE COINEpIKaT BpefoHOCHSI koa. Kiuk mo
CChIJIKE MOMKET B3JIOMaTh Balll Tee(oH ¢ IMYHOM HHpopMalmeis.

ByabTe OCTOpDOKHBI NIPH COBeplIeHMHM OHJIAMH-nOKymoK. Wcmomnbsyiite
ogMaTbHbIE MHTepHeT-MarasuHsl. IlpoBepsaiiTe HaNeXXHOCTb NpoNaBlia, YuTaliTe
OT3BIBBI IPYTUX NOKYIIATE/EH, MCITONMb3VIATE 3alUILEHHbIe TT/IaTeXHbBIE CHCTEMEL.

BiokMpyiiTe MORO3PUTEILHLIE M PEKIaAMHBIE HOMEpa.

JoroBopuTeck ¢ PpPONCTBEHHMKAMM M OJAMIKMMM O CO3JAHMH
KOHTPOJIBHOTO BoIlpoca (c/ioBa), 9To0bI mpu 3BoHKe Wi CMC-cooduieHnm
VAOCTOBEPUTHCH, YTO 3BOHHT HEe MOIIIEHHHK.

OmnoBemaiTe 0 MolleHHWYecTBe. EC/IM BBl CTanu KepTBOW MOLUIEHHMUKOR,
obpaTuTech B MOMULMIO ¥ ONIOBECTHTE HaHK.

HMudopmaumoHHo-cripaBoYHbBIe MATEPHAIEI 10 TPOGUIAKTHKE MOLLIEHHUYECTE
pasmeilleHbl Ha opuumanbHoM caiite MBI Poccuu B pasgene «[TamaTka ans rpaknans»
B noppasaene «CouuanbHpie BUAEOPOMMKM» https://mea.pdy/Videoarhiv/Socialnaja
reklama, a taoke B Telegram-kanane YBK MBJI Poccun « Bectiuk Kubepnomimim
Poccuu» hitps:/'t.me/cyberpolice rus

'V MBJI Poccun no Bonrorpanckoii obnactu



